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1. Introduction 

 “Big data” or else “massive data” constitute a collection of large and 

complicated sets of data which can lead to correlations and conclusions impossible 

to exist when analysis is restricted to individual data. Therefore, big data offer the 

possibility of finding solutions to difficult problems.  

In the health sector, the use of big data is constantly expanding, so that 

epidemiological data can be collected, or complex diseases can be studied. The most 

usual sources of health data are electronic health record systems electronic systems 

for drug prescription, but also big databases used in research and clinical studies. 

However, information for everyday activities regarding the health of individuals can 

also be obtained by their posts on social media and the electronic files of their online 

transactions.  

Although big data are important for several sectors, their dynamic in 

biomedicine, in both clinical practice and research, is outstanding. However, their 

use raises ethics issues, mostly because of the absence of consent from the data 

subjects to use their sensitive health information, because of the risk of information 

breach while storing and transferring data, and also because of the ambiguity 

regarding the ownership status of the data.  

 

2. The actual facts 

2.1. Features of big data 

 Big data are characterized by the so-called “4Vs+1”: Volume, Velocity, 

Variety, Veracity and Value. That is, they are characterized by the large volume of 

information (which can be structured or not), the high velocity at which the data are 

collected and analyzed, the increased complexity and variety of data arriving at 

different formats, their reliability and the worth produced by their analysis. 

 The analysis of big data requires special statistical techniques and specialized 

information technology scientists, whereas, specifically in the process of big health 

data, the contribution of bioinformaticians is necessary.  
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The use and process of big data in health is, in most cases, carried out in 

anonymized or pseudoanonymized (or pseudonymized) data, so the privacy of the 

data subject can be protected and the processing purposes can be served. 

Anonymized are data that do not allow the determination or the identification of the 

data subject identity, even if they are combined with other data from any other 

source. Pseudonymization of data includes the replacement of any identification 

characteristics with a pseudoname (a code) or, in other words, a value that does not 

allow the direct definition of the data subject identity. 

 

2.2. Possible data sources concerning health 

 During the last decades, developments are rapid regarding the available 

techniques of collection, sharing and analysis of large collections of information. The 

wide internet use, the creation of big databases and the development of portable 

devices has favored the collection of data. Indicative sources from where 

information can be obtained and analyzed are listed below: 

 a) Scientific databases and study registries, including clinical and laboratory 

datasets, that are either open and freely accessible online or they are closed and 

locally stored in labs. Particularly the volume of genetic data produced is expected to 

dramatically increase in databases, due to the development of new sequencing 

technologies and their reduced cost.1 These databases include registries of clinical 

studies or trials in humans, which have been carried out in the past or are currently 

being carried out. Finally, these databases also include the international scientific 

literature. 

 b) Clinical and administrative files, and mainly electronic health records, 

which include epidemiological data, patients medical and family history but also 

possible therapeutic details and response to certain treatments.2 The electronic 

drug-prescription system and insurance records Institutions are also significant 

health data sources.  
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 c) Portable devices and health applications, including smart phones, smart 

watches and smart health bands, which are emerging monitoring technologies of 

personal health. 3,4 

 d) Non-scientific sources, such as everyday online shopping, searches and 

posts of an individual on social media. A characteristic example of non-scientific 

sources is the case of Google Flu Trends. In 2008, Google researchers realized that 

there was an increasing number of searches for the flu, and by using the IP (Internet 

Protocol) address of each user, they could predict potential flu epidemics in several 

areas in the USA.5 At certain time point, Google Flu Trends predictions coincided 

with those of the American Center for Disease Control and Prevention (CDC).6 Other 

known examples of large-scale data use for predicting trends in public health are: Flu 

Trends,5 the Twitter Influenza Surveillance7 and the Facebook Emotional Contagion 

study.8 

 The above-mentioned programs/sites received a lot of criticism mostly 

because of the absence of consent of the data subjects, whose data were used for 

research. On the one hand, these examples highlight the opportunities provided by 

big data in health; on the other hand, they raise issues about the ethics of their use, 

the protection of private life, the privacy of health data and the autonomy of 

research participants. Even though these data are posted online on social media by 

the users themselves, they are collected and analyzed without their consent. The 

public is getting increasingly informed about the possible ways in which their data 

can be used, but often ignore the potential of these information. 

 

2.3. Possible benefits of big data in health 

 In the health sector, big data could possibly improve decision-making, disease 

prevention and spread of diseases, but also reduce the cost of health care, because 

of their features (4Vs+1).  

 Big data provide the ability to doctors and researchers to collect a large 

volume of information and share it widely with other members of the scientific 
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community. Big data analysis can possibly facilitate the correlation of several 

parameters with diseases, such as the definition of new biomarkers which would 

predict -to a certain extend- whether a person will develop a diseased and when. 

This enables the investigation of complex and rare diseases in-depth and in a short 

period of time, which so far, were difficult to be studied with the analysis of small 

datasets. 

 Particularly, electronic health record datasets and their analysis provide the 

possibility to identify new risk factors, to define epidemiological facts, to estimate 

the life expectancy for various diseases, to record and prevent side effects, and even 

acknowledge and extenuate medical errors. In general, electronic health record and 

electronic drug-prescription systems, favor recording, sending and exchange of data 

among health professionals for clinical, epidemiological, administrative and research 

purposes. Consequently, the analysis of big data arising from electronic health 

record and electronic drug-prescription systems can help develop or reform 

healthcare policies  which will need to be applied.2 

 In the literature, several examples of analysis of big health data have been 

described, with promising results about the benefits of big data. These studies 

included mostly the collection and analysis of data from electronic health 

records.9,10,11,12,13 

 In addition, big data analysis provides the ability of better monitoring of 

public health, combining geographical and social variables with health data.14 

 

2.4. Possible risks of big data technology 

 Big data involve risks related to ethics issues, as discussed below (Section 3), 

several organizational issues but also technical or methodological difficulties in their 

processing.15 Organizational and technical issues exceed the purpose of the present 

Report. However, it is critical to note the risk of de-identification of a person, i.e. the 

probability of data be combined with other datasets that may exist freely online or in 

other kinds of records, resulting in the identification of the data subject. The de-
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identification risk is known to all scientists dealing especially with big data, and this is 

exactly why specific measures have been taken to mitigate it. The literature includes 

studies that show that the anonymity or the pseudo-anonymity of data is not 

sufficient to prevent the de-identification.16,17,18,19,20 

 

3. The ethics issues 

 There is no doubt that large databases in the health sector can play a 

significant role in the development of new drugs and medicotechnological products 

or methods for the treatment and prevention of disease, as well as the economic 

rationalization of health services and generally, the public health policy. However, 

these benefits seem to be mitigated by the risks that arise in terms of autonomy and 

privacy guarantees of the data subjects whose  sensitive information are used. The 

harmonization of the value of health protection with the latter two values is, 

therefore, necessary. 

 The possibility of collecting a large volume of personal health data either to 

serve clinical applications or public health policies, or for research purposes, gives 

rise to a dual concern in terms of bioethics: a) in ensuring consent of data subjects, 

and b) in maintaining confidentiality. 

 

3.1. The consent issue 

Big data collections are created mostly by interconnection methods with 

existing files in units that maintain primary health data collections (hospitals, clinics, 

health centers, diagnostic centers, laboratories, insurance organizations, etc.). These 

primary collections are based on the explicit and specific consent of the data 

subjects. These individuals have been informed in advance for the purpose of 

collection and storage of data: therefore, their consent covers this particular purpose 

and no other.  

So, if there is going to be an interconnection of primary collection files, in 

order to serve wider aims (beyond the aim to which each specific consent relates to), 
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the assurance of the person’s autonomy presupposes, in principle, a new consensus 

adapted to the purposes of this interconnection. The practical problem here is that, 

as a rule, the “return” process to each subject of primary data is difficult, either 

because of the large volume that is intended to be collected, or because of the 

failure to locate people who had provided data in the past. If the problem is not 

detected, the creation of big databases is unfeasible.  

A specific question is whether it would be possible to have an effective 

assurance of the person’s autonomy by alternative ways beyond the standard, which 

requires specific and prior consent, to facilitate the secure interconnection of files 

for the benefit of serving wider purposes in Health and Research. 

An alternative option is the creation of large data collections, based on the 

so-called “presumed consent” of the donors. This choice was adopted in the well-

known case of establishing the Icelandic bio-bank, with the involvement of the state 

and a private company, causing reactions.21 In the “presumed consent” system, 

health data subjects are presumed to have tacitly consented to any future use, 

retaining the right to withdraw their data from the collection whenever they wish 

(opt out). This way, it is considered that the interconnection of files and the 

processing of big data are facilitated, without prejudice to the data subject’s 

autonomy and the individual control over sensitive information. The objection to 

presumed consent stresses the importance of prior expression of the individual’s will 

(on the condition of appropriate information for specific use of personal data), as 

that is the only way that guarantees free choice and effective personal control. The 

reason is that, any “withdrawal” made later does not guarantee the control of use in 

the interim period, and it is up to the data subject’s initiative to learn about possible 

uses which have already been launched.  

The second alternative option is to abandon the requirement for a “specific” 

prior consent of the data subject, and the acceptance of a broader consent (covering 

for example more possible future uses). In this case, the advantage is the 

preservation of the condition of previous consent after being informed –hence of the 

actual control of the data subject. On the other hand, a disadvantage is both the 
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vagueness of the consent and the possible exclusion of future uses that cannot be 

predicted at the moment of consent. 

An issue concerning consent also rises by the possibility of “incidental 

findings” during secondary use of data for research purposes. In particular, the 

question is whether researchers must inform the data subjects for research findings 

that come up during the course of research and may be important for the protection 

of the health of the latter, or if they need to seek special consent on this, taking into 

account the “right not-to-know”. 

The problem is known (and has been specifically addressed in the relevant 

Opinion issued by the HNBC), however, in the case of big data collections, the 

probability of discovering incidental findings is greatly increased and may even 

extend to anonymous initial data, which are not unlikely to be identified (see Section 

3.2). 

 

3.2. Assuring data confidentiality 

The large volume of data resulting from the interconnection of more files 

poses a problem as to the maintenance of their confidential use. There are two 

specific problems here.  

The first problem is related to the proportional increase in the possibility of 

breach as the size of the collection increases. The management of the latter often 

requires the involvement of more managers (technical and administrative) and 

involves a great deal of complexity in the confidentiality safeguards. This element, 

alone, increases the risks of violating the latter.  

The second problem is related to relativizing the free use of anonymous data 

in case we have large collections. Anonymous data -i.e. data for which the identity of 

the data subject or the code to their anonymity is not known to the processor- are 

currently considered completely safe in terms of confidentiality, as is not technically 

possible to correlate them with other personal data. This element seems to be 

overturned in big data collections, as modern “deep mining” technologies lead, 

http://www.bioethics.gr/images/pdf/GNOMES/OPINION_Incidental_Findings_FINAL_GR.pdf
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under conditions, to the identification of anonymous data, as the volume of the 

collection provides many parameters that facilitate correlations for that purpose. 

Ultimately, big data appear to cancel the category of anonymous data, putting the 

issue of expanding the systems that assure confidentiality to the anonymous data. 

 

4. The relevant legislation 

Specific international, European or national legislation to regulate the 

establishment and operation of big databases do not exist up to this point. Neither 

the current legislation on the protection of personal data (Law 2472/1997), nor the 

new EU regulation 2016/679 (soon to be implemented)22 include specific provisions.  

Therefore, in principle, with regard to the establishment of such databases 

containing health data, the provisions on the protection of sensitive personal data, 

apply. According to it (art. 7 of Law 2472/1997), the interconnection of health data 

files:  

- Requires authorization of the Data Protection Authority. 

- Does not necessarily require consent of the data subjects. 

- A necessary condition, if the purpose of interconnection concerns health 

issues, is that the processing is carried out by a person subjected to a duty of 

confidentiality or a relevant code of conduct, and 

- a necessary condition, if the purpose of the interconnection concerns 

research, is the anonymization of the data. 

It must be noted that the extension of medical confidentiality to third 

persons supporting the physician and are under his/her supervision (according to art. 

13 par. 2a of Law 3418/2015) cannot be applied in the case of big databases. The 

reason is that the collection and processing of data is, in principle, carried out by 

scientific, technical and administrative personnel who do not have the status of a 

treating physician for the particular data subject. This means that, the data subjects’ 

consent to the interconnection of the data files, remains as a necessary condition 
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that accompanies the condition of prior authorization by the Data Protection 

Authority. 

The new EU Regulation (GDPR), nevertheless, creates a new picture for the 

use of data in research, which has a major impact on the establishment of big 

databases for research purposes in the field of bio-medicine. More specifically, the 

Regulation does not consider the specific prior consent of the data subject to be 

necessary, nor their anonymized processing, in contrast to the current Directive 

95/44. The relevant provision of art. 9 of the GDPR leaves no doubt about this 

change, although in the preamble there is concern about the issue of consent and it 

appears that a broad (prior) consent is proposed rather than a specific consent which 

was known so far, so that, research is not hampered in exceptional cases . 

This new provision is counterbalanced by the Regulation, on the one hand, by 

the right of the individual to withdraw his/her data (opt-out), on the basis of the 

general “right to be forgotten” and, on the other hand, by transferring the 

responsibility for the safe processing of data under conditions of confidentiality to 

the data controller and the new supervisor of data protection (Data Protection 

Officer). In addition, the Regulation explicitly mentions the Member State’s power to 

provide stricter data protection rules.  

Practically, this provision will certainly facilitate the use of data in research 

-especially their “secondary” use in projects other than these initially collected for, 

and the management of incidental findings, i.e. the ability to inform the data subject 

at any time, as their anonymity is no longer a necessary condition. On the other 

hand, the institutional control of data is practically limiting the possibility of 

withdrawing them, because it is indeed difficult for a data subject to be aware of any 

future use of data in a variety of research projects, unless he/she has been 

previously asked to provide specific consent. 

To deprive completely a person from self-control over the use of sensitive 

health data creates a bioethical problem insofar as it affects the core of his/her 

personality; indeed a data subject does not actually have the opportunity to oppose 

the use of his/her data for the research purpose of which he/she may disagree (e.g. 
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for military purposes etc.). A single solution to this is that the individual national 

legislators should insist on additional safeguards, such as prior consent or 

anonymization of sensitive data. 

The problem is getting more complicated if, in that case, national laws follow 

divergent policies, as stricter national regulations may discourage participation in 

international research projects, since the exchange of sensitive datasets will be 

objectively more difficult. So the national legislator must move here, seeking a 

balanced protection of personality and freedom of research.  

 

5. Recommendations 

Big data, whether they are health data or social or financial data, concern the 

core of the personality. For this reason Institutions or individuals (e.g. researchers) 

involved in the process, have a moral obligation to recognize the potential risks and 

to take appropriate measures to minimize potential damage to the subjects whose 

data are analyzed. For the responsible use of big data technology, all these involved 

must initially be aware that the data they are handling may have an impact on the 

data subjects. Then, specific safeguards should be taken to protect the 

confidentiality of information. 

 

5.1. Policy of Institutions using big data technology 

A necessary step before collecting and processing big health data from 

organizations, and education or research Institutes is the creation of a Research 

Ethics Committee with the responsibility to monitor ethics and examine project 

applications by approving or not access to large collections and their analysis.23 It is 

also necessary to create an Ethics Code of conduct for the collection, access, 

management and processing of big data. Inter alia, the Ethics Code of conduct must 

provide the designation of a Data Protection Officer, to ensure that the Institution 

complies with data protection legislation. 
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5.2. Data protection measures 

The use of technical methods for data protection is absolutely necessary. The 

minimum data protection measures prior to their analysis is their anonymization by 

removing identifiers from records such as name, home address, date of birth, 

telephone number, email, social security number, etc. Frequently, in order to avoid 

the identification of persons, the so called “k- anonymity” is used,24 which imparts 

the property to every search of data so that the answers are limited to k-persons, 

with the aid of algorithms. In addition, noise is introduced into the required and 

encrypted algorithms, techniques which, in combination, ensure a relatively good 

level of security.  

 

5.3. Informed consent 

1. Non-anonymized data should be analyzed with the consent of the data 

subjects and the consent forms should include information on:  

2. Data storage, who will have access to them and what measures will be taken 

to prevent access from third parties.  

3. Possible data transfers between Institutions or researchers in the same or 

other countries, as well as whether data will be exchanged in their original 

form before processing occurs or just the results of their analysis.  

4. The likelihood of producing incidental findings concerning the health of the 

data subjects and the policy to be followed in such cases. This is whether 

incidental findings will be communicated to the subject and which ones (e.g. 

only findings of clinical significance).25 

5. The likelihood of commercial use of data. 
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