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 The Hellenic National Bioethics Commission examined the main ethical 

issues linked to the establishment of the Electronic Health Record (EHR). In 

accordance with the legislation
1
, keeping an electronic record shall be the obligation 

of the family physician (once this institution is in force). Besides, the electronic 

record constitutes a technical precondition for the full application of the EU Directive 

regarding cross-border healthcare as transposed into Greek national law. 

 The Commission concluded in the present Opinion, once it held hearings with 

Papanikolaou, C., ex-General Secretary of Public Health, Latsiou, C., representative 

of the Hellenic Data Protection Authority and Chalaris, C., Chairman and CEO of E-

governance in Social Insurance (IDIKA). 

 

I. EHR Characteristics 

 

 According to the definition by CEN (European Committee for 

Standardization), “A health record is a repository of all the information regarding the 

patient’s medical history. Therefore, it constitutes the basis for the patient’s diagnosis 

and therapeutic treatment as well as the basis for epidemiological research. 

Moreover, it provides administrative, financial and statistical information as well as 

quality control data. “
2
 

 Therefore, EHR constitutes an electronic database for all citizens/patients 

where data regarding their health is stored, such as: identity details, demographics, 

medical and family history, history of hospitalization and treatment, possible 

allergies, results of diagnostic imaging, laboratory and genetic tests as well as the 

identity of health professionals and medical units that have already provided 

healthcare in the past. 

 

 

  

                                                           
1
 Law 4238/14 

2
 preStandard ENV 13606, CEN. 
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II. Ethical issues 

 

 The Commission deems that, from a moral and ethical standpoint, the 

adoption of the application of the electronic record must balance two things: on the 

one hand, the satisfaction of the fundamental right to health and, on the other hand, 

the trust in the doctor-patient relationship, the protection of sensitive health data along 

with the feasibility of earmarking resources in connection with the benefit predicted 

for the healthcare system. 

 

1. The fundamental right to health 

  

 The Commission deems that EHR may substantially contribute to upgrading 

medical services, strengthening, thus, the exercise of the fundamental right to health. 

The facilitation of the immediate update of the data regarding a person’s health status 

and mainly, the establishment of direct access to this data by each attending 

physician, constitute advantages guaranteeing the timely prevention, diagnosis and 

treatment and, as a matter of fact, without the limitation of location. 

 Filling the gaps of information, avoiding repetitive or unnecessary tests and, 

finally, saving time when treating a particular incident, all mainly due to the 

fragmentation (or total lack) of conventional recordings, can be pursued via fully 

applying the electronic record as proven by the international experience of developed 

healthcare systems. 

 The combination of the electronic record with telemedicine systems can 

constitute a goal in order to address problems of unequal access to quality services in 

areas of limited infrastructure (e.g. islands or mountain villages). 

 Besides, combining the electronic record with the electronic prescription 

system may contribute in addressing the most serious problem for public health; 

wasting resources at the expense of healthcare of the population as a whole. 

 However, it is necessary for this positive evaluation to consider certain 

reservations. 
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2. Trust in the doctor-patient relationship 

 

 Rigorously maintaining medical confidentiality is the fundamental element of 

the relationship of trust that connects the patient (or whoever uses medical services) to 

the doctor. Confidentiality -which includes all kinds of personal information, beyond 

medical- is valid regardless of whether information is recorded in a conventional or 

electronic form. Recording, nevertheless, further stresses the doctor’s responsibility, 

especially regarding securing appropriate guarantees to block access to third parties. 

 In the case of electronic recording, reproduction of the respective files is de 

facto easier, even more when they are interconnected. In this context, the risk of illicit 

access of third parties or leak of information seems to increase and this may 

undermine the doctor-patient relationship of trust. 

 The Commission deems that, nonetheless, the patient’s benefit from keeping 

an active electronic record prevails. This is valid, however, once a) there has been 

previous special consent upon informing patients themselves regarding every piece of 

information to be included in the record and b) special protection guarantees 

regarding the confidentiality of information have been secured. 

 a) Special consent is imperative since, in principle, no one can be forced to 

have his/her own (quite sensitive) personal data recorded against his/her will. This 

consent may regard only certain or all the information useful to health. 

 b) The person’s consent is not enough to consider any recording or use of the 

information licit. It is necessary to keep the appropriate technical standards of 

confidentiality as well as to establish graded access to the electronic record (full 

access for attending physicians -limited to the strictly necessary information access 

for nursing staff and other health professionals that come in contact with the 

interested party). Any other third party’s access (even spouse, partner or relative) 

must be excluded, as is the case with standard medical confidentiality. 

 In this context, the Commission deems that the basic doctor-patient 

relationship of trust is not jeopardized. 
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3. Protection of sensitive health data 

 

 Apart from the issue of confidentiality and trust in the fundamental medical 

relationship, there is a wider issue of protecting sensitive data included in the 

electronic record. On the one hand, these data can affect the person’s social life while, 

on the other hand, the overall volume of sensitive information easily managed by a 

large number of persons constitutes a useful “asset” for epidemiological or broadly 

scientific purposes. 

 The Commission deems that, in any case, the subject of the data must maintain 

their control. In order to secure this condition technical applications for protection 

must be used. 

 This would mean that: 

 a) Data which may affect the person’s social life must not be communicated to 

third parties (e.g. employers, insurers, educational institutions) without the person’s 

previous special consent. 

 b) Using data identifying the person for research or other purposes without the 

person’s special consent is not allowed, even if they may serve public interest. Since, 

however, anonymity of the data is secured, it is possible to use them for such purposes 

under two conditions i) excluding users from accessing the codification system and ii) 

constant monitoring of protection by means of advanced data identification software. 

Nevertheless, even in this case, the Commission deems ethically necessary the 

person’s previous consent for the potential anonymous use of the data in current or 

future research. 

 

4. The ethics of resource allocation 

 

 The application of the electronic record preconditions an important 

investment of public resources in health. While the long term benefits for both the 

overall quality of services and the financial status of the health sector are undoubtable, 

in the current period of prolonged financial and social crisis in Greece, an investment 
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of such proportions is bound to further limit the already deficient allocation of 

resources to other healthcare services. 

 The Commission deems this issue crucial. The allocation of finite resources to 

public health primarily constitutes a bioethical issue since it must answer to specific 

weightings of fundamental values. In our case, it is obvious that healthcare services 

directly concerning population treatment (the weaker ones especially) on a daily basis 

is of absolute priority. 

 Therefore, the competent Ministry needs to secure extra resources for the 

application of the electronic record once it chooses to immediately apply it. It must, 

moreover, consider the cost problems found in other countries (e.g. in the USA), for 

technical reasons, so as to proceed by reasonably setting the standards and the legal 

terms of the respective assignment. 

 

Athens, 18 March 2015 


